J. Internet Comput. Serv.

ISSN 1598-0170 (Print) / ISSN 2287-1136 (Online)
http://www._jics.or kr

Copyright (© 2021 KSlI

Hlo|Iet 2hE H Hll eAFY wleld WAls o) 3%t
A7FsE 271 o AkERR] AR

An Interpretable Log Anomaly System Using
Bayesian Probability and Closed Sequence Pattern Mining
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ABSTRACT

With the development of the Internet and personal computers, various and complex attacks begin fo emerge. As the atffacks
become more complex, signafure-based detection become difficult. It leads fo the research on behavior-based log anomaly
detection. Recent work utilizes deep learning fo learn the order and it shows good performance. Despite itfs good performance, it does
not provide any explanation for prediction. The lack of explanation can occur difficulty of finding contamination of data or the
vulnerability of the model itself. As a result, the users lose their reliability of the model. To address this problem, this work proposes
an explainable log anomaly detection system. In this study, log parsing is the first fo proceed. Afferward, sequential rules are extracted
by Bayesian posterior probability. As a result, the "If condition then results, post-probability” type rule set is extracted. If the sample is
matched to the ruleset, it is normal, otherwise, it is an anomaly. We utilize HDFS datasets for the experiment, resulting in Fiscore 92.7%
in fest dataset.
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If <*> Got exception while serving <*> to <*> and BLOCK <*> ask <*> to replicate <*> to <*> and BLOCK <*> ask <*> to replicate <*>
to <*> and BLOCK <*> ask <*> to replicate <*> to <*»>

Then [[('Verification succeeded for <==', 0.06458803116052418)], [('<*» Served block «=» to «<=:', 0.0713800325741894)],
['PacketResponder <*> for block <*> Interrupted.’, 0.45527447718386804)], [('PacketResponder <*> «<*» Exception <*>',
0.26663711554953545])]]

If <*> Got exception while serving <*> to <*> and PacketResponder <*> <*> Exception <*> and PacketResponder <=*> for block <*>
Interrupted. and PacketResponder <> <=> Exception <> and PacketResponder <> for block <=> Interrupted
Then [[[[BLOCK <*> ask <=> to replicate <=> to <*>', 0.07557710300862606)]]

If BLOCK <=*> ask <*> to replicate <*> to <*> and BLOCK <*> ask <*> to replicate <*> to <>

Then [[('Verification succeeded for <*>', 0.091193853834794736)], [('<*> Served block <*> to <*>', 0.0815261857124213)],
[('PacketResponder <=> for block <=> Interrupted.’, 0.07637933578708445)], [(Unexpected error trying to delete block <=>. Blockinfo not
found in volumeMap.', 0.21213090780766256)], [(BLOCK <*> MameSystem.allocateBlock: <= = <==' 0.32677633571301774]]]

If BLOCK <=*> ask <=> to replicate <*> to <*> and BLOCK <*> ask <*> to replicate <*> to <*> and PacketResponder <*> <=> Exception
<*

Then [[("Verification succeeded for <*=', 0.1309927504745695)], [('<*> Served block <*» to <*=', 0.11767112310629602)],
['PacketResponder <*= for block <*> Interrupted.’, 0.19920467742005393)], [('PacketResponder <*> «<=» Exception <=,
0.114352980248504 3]], [('Unexpected error trying to delete block <*>. Blockinfo not found in volumeMap.', 0.10757065298274208]],
[(BLOCK <=*> MameSystem.allocateBlock: <*>. <*>', 0.21632301711843963)], [(BLOCK <*> ask <*> to replicate <*> to <*>",
0.06419749610133517)]]

If BLOCK <=> ask <=»> to replicate <> to <> and BLOCK <=> ask <™> to replicate <=> to <™> and PacketResponder <> <> Exception
<*> and PacketResponder <*» <*> Exception <*»

Then [[("Verification succeeded for <*=', 0.21023936036272533)], [('<*> Served block =*> to <*>' 0.163310735318119248]],
[('PacketResponder <*> for block <*> Interrupted.’, 0.14339375911843544)], [('PacketResponder <*> <*> Exception <*>',
0.114580143507134467)], [(BLOCK <*> MNameSystem.allocateBlock: <> <*>', 0.08365595179989492)]]

If BLOCK <=> ask <=»> to replicate <> to <> and BLOCK <=> ask <™> to replicate <=> to <™> and PacketResponder <> <> Exception
<=» and Verification succeeded for <=> Then [[('Verification succeeded for <==', 0.4337891092480201)], [('<™> Served block <*> to <==',
0.508493732445647 2]]]

If BLOCK <*> ask <*»> to replicate <*> to <*> and BLOCK <*»> ask <*> o replicate <*> to <*> and Verification succeeded for <*>
Then [[('Verification succeeded for <==', 0.2435696621356903)], [('<=» Served block <*»> to <=>', 0.35353519301962766)], [[(BLOCK <%
MameSystem.allocateBlock: <>, <*>', 0.1567462277967801)]]

If BLOCK <=*> ask <=> to replicate <*> to <*> and BLOCK <*> ask <*> to replicate <*> to <*> and <*> Served block <*> to <>
Then [['Adding an already existing block <*>', 0.08913521670603032)], [("Verification succeeded for <*»', 0.12278509793042844]], [(<*>
served block <*> to <*>', 0.1289702072802902)], [('Unexpected errortrying to delete block <*>. Blockinfo not found in volumeMap.',
0.13310409546571506)], [(BLOCK <*> MameSystem.allocateBlock: <==  <==' 0.3479027724257388)]]

If BLOCK <*> ask <> to replicate <*> to <*> and PacketResponder <*> <*> Exception <*>
Then [[('PacketResponder <=*> for block <*> Interrupted.’, 0.05177944902121236)], [(BLOCK =<*> MNameSystem.allocateBlock: <=». <=*>',
0.06000720220407323]]]

If BLOCK <*> ask <*> to replicate <*> to <*> and PacketResponder <*»> <*» Exception <*> and PacketResponder <*> for block <*>
Interrupted. and Verification succeeded for <*> and Verification succeeded for <*> and <*> Served block =*> to <*> and Verification
succeeded for <*>

Then [['Adding an already existing block <*>', 0.10909507726655802)], [("Verification succeeded for <*>', 0.45791259404835166)], [(<*>
Served block <=> to <=, 0.15482258812869404)], [(BLOCK <=> NameSystem.allocateBlock: <=>. <=>', 0.14070365285743344]]]

If BLOCK <*> ask <*> to replicate <*> to <*> and PacketResponder <*»> <*> Exception <*> and PacketResponder <*> for block <*>
Interrupted. and <*> Served block <*> to <*>

Then [['Adding an already existing block <*>', 0.1623753253985055)], [(Verification succeeded for <*>', 0.19759886443584837)], [(<*>
Served block <=> to <=, 0.2700058987084337)], [(BLOCK <=> MNameSystem.allocateBlock: <=>. <=>', 0.2050091607580126)]]

(38 4) 528 74 2%

(Figure 4) Part of extracted rules

4. A% % A%

4.1 HIoJEAl

910l A= HDFS(Hadoop File System) ©|o]EAl-S&
-3t} HDFS Hlo|EAlS 2007 o]4+e] olmlE EC2
2-E 0| ] Hadoop 71W+2] mapreduce 2t9S 33
2IE 7159 21 delgleltt sig 21 wlo]E
AL 11,197,954 Mo 27} 71EHY 9om o =
29%7t olF9lE e =Hew 2L Hadoop

!
=
s
&

Al2"l Al ofs) AAEAE &Y dHolEAl
block_idZh= 2/HA7L EA8H o8 7|Eo g AL}
g 2 AEAE AN ogA ANY A ¥
575,079 7N9] 21 A P2E AT 4 ATH19]. &5 )
OJEIMOEE F 4855 79 B AAAE FE3ge
w, A= A} 55336670, o]0 16,8387 &
I ANE2E S48 A8S st

82

2021. 4



mjo
k=)
00
rok
i
0 [m}
AN |

S5 27 0JNER| AAY

42 N8 2 By}

T AFel A F oAl 7R T8 FEHEE AL
o1 o] nlength sequence?] n Zk, AA = AAZ, Al
A= AAZ, = 9" Zo), wlo|x|¢t 5 JA grolt,
AspH o2 gAl 7kxe] AR delng g AdgoR
A, BT SEHA gk

=R ST 5 2= T MR-
n-length sequence®] n& FEE A9 AolE Ve
W, AAE} A AR AAES AT 2HA
A L= JARS HERATE ST dARE U

[e) o [e]
= JE A, LE8oe

o
-

N
o

N
3

E A Aol &g A 4 , g
TS 2717k oo H, &S A oldE Sl §A7t o
Heh Ao E wolAeh &5 YAIZS 3 AA|
AARSE 3T ol UF =2 25, LHE0] EolA
o, 2& A4, wEge] bt old g FelE B
13 2tk

(1) AR2E m2iolg
(Table 1) Used parameter

500000

True Neg False Pos
550904 132 400000

300000

~ 200000
False Neg True Pos

= 2462 16706
- 100000

(a8l 5) HMetz™ confusion matrix
(Figure b) Proposed model's confusion matrix

(£ 2) mMet=& Ms=r}
(Table 2) Performance in proposed model

2d AE= | Flscore TPR FPR
Proposed | o0 510 | o799, | 9920% | 0008
Model

el #

n-length sequence 10

AAE WAk 0001

A= A 001

F2 AE 4ol 27

HoAet &E A 0.05
Y Sl EES o183 3 2701 A9 FHE FF
fom 1Y 4= F2E 749 RS Urhac, 119
then Aol AL ehlH, SF 2L BET 4G
then 79| AHE ST vE YEbdh S, If 9
L=k

then Al0]9] Z70] W then H9 & 21 %
Sl AA oy 27t EASOE G2, EASA &
U Z2 ofdf miAEE 73] 9l
@A "ok

14 5+ Alet A9 confusion matrixE LERY T,
2+ 9l R A5S yehdth 52 A%, Flscore,
TPR(True Postitive Rate), FPR(False Positive Rate) & 7]

o
o
o
o
ox
09{-:'-,
1o
fitl
el

=5

I8 62 old AFEH A5 Vs FEolch A
WA A Hae WAy 237859 Log Clustering
[11], PCA[9], Invariant Mining[20]2} ¥ W32 Flsocre
92.79%% HAAOZ AFAE7L 7Y T2 A5 Bl
o 7 owA AdsHias 9dd W40 Deeplog,
LogAnomaly, nlsalog®t Z18J €t} nlsalog”} Flscore ©F
9%E 7PE 2L AL ol Aot Bd o) A A
2O =2 9922%2] 71 F& A H & (recall) 2 87.15%°] 7}
7 v AU (precision) S H.QITh

= FedF vl A Aol
A &S 715k g drE B
te A, Anrbsstte ddA & dH8e

93l 43004 Zt7he] HIAE MEFo] S0l
2)9] AHS AlFsteA AYeih

)
fo o
5 rlo 2
2
=
rl

2
ke ]

4.3 498 WS

= R
o2 Hrbgh 29 594 0 A4, 12 oA E o = AN E oA AR AgehEA BAE
mlake, 2HE 2} Bjlel Solke HAE 4E4E ¢ ee 21 YEgolAu Bt ols)E s) BSglo]
m)gh}, ol AEe] MYHE £AZ AZ4ekE AT F,
o] “<*> Served block <*> to <*>"& <|m|&lA Hrth
eh= QIEYl HEsts| (22/23) 83



ot

H[O[ x|

Jk58t 20 O|AER| AlAEY

Lag Clustering

Invariant Mining Proposed Model

model

Loghnomaly
model

(O 6) M3 o7 Ms dHlw

(Figure 6) Performance comparison between the
proposed model and other models
presented in the previous studies

74 A B 2E AlZo] Ao|HA Ko Hidelet
J AEPE A FRoth AZ AFAE 2L, 4,
10, 8, 10, 8, 10, 8, 25, 2570 1§ 72 1o WA= &=
2 215 BYFEn. &Y 23S 2 o9 v e
TFH S Q8 2, 22, 25 7} A S v 212 Yehdth
AAZ G AP o 2IOE 252 &7 FHE
LIEAR2A=1

o199 T M9 H2E ME9 A% g, 25, 10, 8,
25,1, 1,3,3,2° 9] 2 AP EAE o o]} v
He o) 235 I8 8% 2k dlg 2 AEAY o
T RIARE 10] gon, o F 20X E 1, 2, 3, 227}

1£10.0 and 8.0 and 10.0 and 10.0 and 25.0

Then [(22, 0.3631423063399608), (25, 0.5361762908334533)]

1f10.0 and 8.0 and 10.0 and 10.0 and 23.0 and 25.0

Then [(2, 0.11079915657539804), (22, 0.5980758952769912), (25, 0.22676930350382785]]

(T8l 7) MZ“21,4,10,8,10, 8,10,8,25,25" MH
(Figure 7) Explanation of sample “21,4,10,8,10,
8,10,8,25,25"

ATk 21 12 dF 21 FHF EA512E 4
Agoz gAY,

o
=

If 20 and 25.0 and 2.0 and 3.0 and 2.0

Then [(1, 0.15376299912657426), (2, 0.20323850200489235),
(3, 0.23499660122153207), (22, 0.12105426240773298)]
If20 and 250 and 1.0 and 3.0

Then [(1, 0.0764971124485224), (2, 0.3775800405380634),
(3, 0.16969246064864152), (22, 0.106475963116705171]

(I3l 8) MEZ “8,25,10,8,25,1,1,3,3,2" AH
(Figure 8) Explanation of sample
“8,25,10,8,25,1,1,3,3,2"

=2

o2& Al 271 o) dd floln o1& o]l $
3 Aol ot Ag Algetch AA 2O A1
= 925,25, 10, 8, 2, 3, 2, 17, 24, 4” o] o]} wj 5]
© TS 19 9% 2k A AlEAY v 2O S
o|x|gt oo} WA H & FAoE Ty 2R 55 5%
57t itk &, HI2E 21 Ad2e fA ol oS
27} g27] wfZel ol de$lE iAok

If8.0 and 2.0 and 2.0

Then [(2, 0.4999578397388803), (3, 0.32249623169232716), (22, 0.09885171333192846)]
If2.0 and 3.0 and 2.0

Then [(2, 0.40419871477566643], (3, 0.13821938521354538),

(20,0.00214617675667715), (22, 0.10480284245072565)]

(T2l 9) MEZE “25,25,10,8,2,3,2,17,24,4" AH
(Figure 9) Explanation of sample
“25,25,10,8,2,3,2,17,24,4

[e)
ae

ool = ZE Fes Aol o A stk
ol Akl 9] A| A <10, 8, 10, 8, 10, 8, 25, 25, 25, 2277 &
At old] ek the 2 S 20|tk IE 10004
Hol= 3o s Al g 2O 2 o F FHF
o EA7HA HaL o]2 RlF oldelSlE AR B
st Hrh

Ao 2 Aoy 2 AJFEATE o] o] SR
A3 Ao el A AF3th ZAd H2E 27
AlE 201 “4, 4, 8, 10, 8, 10, 8, 25, 25, 25" & vk 21
2 10S Z=rh AT I9 11 Ed wE 102 A
SkA] gkol A4S o IE BRI Ak

84

2021. 4



al
=

Hlo[x|ot &E

Hf =Xiuf

o|gst St

AT}

1 O JER| Al2H

If 10.0 and 8.0 and 8.0 and 10.0 and 25.0
Then [(2, 0.05422050376750179), (22, 0.20663140165550437),
(25,0.3890196536563 644)]

(T2l 10) M= “10,8,10,8,10,8,25,25,25,22" Ao
(Figure 10) Explanation of sample
“10,8,10,8,10,8,25,25,25,22"

If 8.0 and 8.0 and 10.0

Then [(2, 0.09748814687333407), (3, 0.08770293127701648),
(8, 0.07124895965760064), (22, 0.2296557417687908),

(25, 0.32493064903768354)]

(T2 11) MZ“4,4,8,10,8,10,8,25,25,25" MH
(Figure 11) Explanation of sample
“4,4,8,10,8,10,8,25,25,25"

ohe 18A %
QEUW AFdoEM, 5 4
< AF3 Fk ol AA
] ].x} u};(.] on;ﬂ.x%o] Al

“

O

o
N ;O
o r “1

=
g
_IEL

:(4
_1>L

[k

ut

VFAAY 359l

Wz 2d 7§ 7

—[r{

e 2

S

> 1% rlo

o

PL17Iwke] A7t ThEska
o] 2 o] 4ERE it
th 53] g4aidS AHeshas =2 A5
otk AR obg
52 oS E A

72 $931 o

-
of
o
N
jiai
N,

rr

¥
EY

e o o Lo o o

s

oo
B
o
flo

A
o
o
|o

950l

IA=
=

gul

o
7]
g A4

b

ek

N,

i ?{0

el

o
2
)
Sl
o

2]
pul

ol
ol
S
e
o
i)
ot
=2

L o2

=2 nlod
1
T

i
2
o}
ol
o
B
y Mo r2
s

32
=
25

A

2
oo

ol

N
2

ofr
-
N,

ui
i o
b

o 2
e

of
gied

&
;O
1

H
s

rir

=

f m2
£
SN
O,
4
|o
fitl

=
O
HU
[l
ruﬂ‘-
lo,
:\.‘:
o I

2 L
i

E shehvlEe 2% o we| 49
A B Ao o] AL A5
[21], FHLLF22] 2 HA st
- FHHHE AT RN BEE HAA A A E
oltt. F WAIZE AeS MAT AFo|ct 42 ojF
AFAs RdRT Aol 3 FHsith skAR 11
% 694 & = %ol 9ed 7l HlEixE g3
A AAA AT o] B3] AT 5,
o] A, 17k mepulE fdgle] AL SHES
3t 3k 011—7(41: B}<=o] 7(]75@5]131 T B8] 4
A dekskEA Thesttk SRR %Xﬂ‘% s T3
WA & A S A2 AHo] Eog S A
Eighigead OPSU} a87] el ths dFlME "
9 2 HWes Seate A94s FUke A8 7
g o == A4

st 49
4 Ao,

o2 AR 1
SRR QEEEE
uol—ﬂ‘jg‘__ ;H_Q‘OH oLuL

[ e NCR

373 (Reference)

[1] M. Dy, F. Li, G. Zheng, and V. Srikumar, “Deeplog:
Anomaly detection and diagnosis from system logs
through deep learning.” Proceedings of the 2017 ACM
SIGSAC Conference on Computer and Communications
Security, pp. 1285 - 1298, 2017.
https://doi.org/10.1145/3133956.3134015

W. Meng, Y. Liu, Y. Zhu, S. Zhang, and D. Pei et al.
"LogAnomaly: Unsupervised Detection of Sequential and
Quantitative Anomalies in Unstructured Logs.” IJCAL
Vol. 7. pp. 4739-4745, 2019.
http://doi.org/10.24963/ijcai.2019/658

R Yang, D. Qu, Y. Gao, Y. Qian, and Y. Tang,
"NLSALog: An anomaly detection framework for log
sequence in security management.” IEEE Access, Vol.
7., pp. 181152-181164, 2019.
http://doi.org/10.1109/ACCESS.2019.2953981

X. Zhang, Y. Xu, Q. Lin, B. Qiao, and H. Zhang et al.,
“Robust log-based anomaly detection on unstable log
data.” Proceedings of the 2019 27th ACM Joint Meeting
on European Software Engineering Conference and

[2]

[31]

[4]

Symposium on the Foundations of Software Engineering.
pp. 807 - 817, 2019.
https://doi.org/10.1145/3338906.3338931

85



al
=

In

Hlo[x|ot &E

Hf =Xiuf

0|88

=

nx
OEI
d
olr
o
Hy

1 O JER| Al2H

[5] D. Gunning, and D. Aha, "DARPA’s explainable
artificial intelligence (XAI) program.” Al Magazine
Vol.40, No.2, pp. 44-58, 2019.
https://doi.org/10.1609/aimag.v40i2.2850

M. Hind, "Explaining explainable AL” XRDS:
Crossroads, The ACM Magazine for Students, Vol.25
No.3 pp. 16-19, 2019.

https://doi.org/10.1145/3313096

P. He, J. Zhu, Z. Zheng, and MR. Lyu, “Drain: An online
log parsing approach with fixed depth tree.” 2017 IEEE
International Conference on Web Services ICWS). IEEE,
pp. 33-40, 2017.

hitps://doi.org/10.1109/ICWS.2017.13

M. Du and F. Li, “Spell: Streaming parsing of system
event logs.” 2016 IEEE 16th International Conference on
Data Mining (ICDM) IEEE, pp. 859-864, 2016.
https://doi.org/10.1109/ICDM.2016.0103

W. Xu, L. Huang, A. Fox, D. Patterson, and M.L Jordan,
"Detecting large-scale system problems by mining
console logs.” Proceedings of the ACM SIGOPS 22nd
symposium on Operating systems principles, pp.117 -
132, 2009.

https://doi.org/10.1145/1629575.1629587

M. Landauer, M. Wurzenberger, F. Skopik, G. Settanni,
and P. Filzmoser, “Dynamic log file analysis: An
unsupervised cluster evolution approach for anomaly

[6]

[7]

[8]

[9

—

[10]

detection.” computers & security Vol. 79, pp. 94-116,

2018.

https://doi.org/10.1016/j.cose.2018.08.009
[11] Q. Lin, H. Zhang, J.G. Lou, Y. Zhang, and X. Chen,
"Log clustering based problem identification for online
service systems.” 2016 IEEE/ACM 38th International
Conference on Software Engineering Companion
(ICSE-C). IEEE, pp. 102-111, 2016.
http://dx.doi.org/10.1145/2889160.2889232
C. C. Aggarwal, M. A. Bhuiyan, and M. A. 1. Hasan
“Frequent pattern mining algorithms: A survey.” Frequent
pattern mining. Springer, Cham, pp.19-64, 2014.
https://doi.org/10.1007/978-3-319-07821-2_2
X. Yan, J. Han, and R. Afshar, “Clospan: Mining: Closed
sequential patterns in large datasets.” Proceedings of the
2003 SIAM international conference on data mining.
Society for Industrial and Applied Mathematics, pp.

[12]

(13]

166-177, 2003.
https://doi.org/10.1137/1.9781611972733.15

[14] J. Wang, and J. Han, "BIDE: Efficient mining of frequent
closed sequences.” Proceedings. 20th international
conference on data engineering. IEEE, pp. 79-90, 2004.
https://doi.org/10.1109/ICDE.2004.1319986

[15] B. Letham, C. Rudin, T. H. McCormick, and D. Madigan,
“Interpretable classifiers using rules and bayesian
analysis: Building a better stroke prediction model.”
Annals of Applied Statistics 9.3 Vol. 9, No. 3, pp.
1350-1371, 2015.
https://doi.org/10.1214/15-A0AS848

[16] W. M. Bolstad, and J. M. Curran Curran. Introduction
to Bayesian statistics. John Wiley & Sons, 2016.
https://doi.org/10.1002/9781118593165

[17] C. Forbes, M. Evans, N. Hastings, and B. Peacock,
Statistical distributions. John Wiley & Sons, 2011.
https://doi.org/10.1002/9780470627242

[18] S. Brooks, A. Gelman, G. Jones, and X. L. Meng, eds.

Handbook of markov chain monte carlo. CRC press,

2011.

https://doi.org/10.1201/b10905

W. Xu, L. Huang, A. Fo, D. Patterson and M. 1. Jordan,

“Detecting large-scale system problems by mining

console logs.” Proceedings of the ACM SIGOPS 22nd

symposium on Operating systems principles. pp. 117-132,

2009.

https://doi.org/10.1145/1629575.1629587

J. G. Loy, Q. Fu, S. Yang, Y. Xu, and J. Li, "Mining

Invariants from Console Logs for System Problem

Detection.” USENIX Annual Technical Conference, pp.

1-14, 2010.

https://doi.org/10.5555/1855840.1855864

M. Pelikan, D. E. Goldberg, and E. Cant(i-Paz, "BOA:

The Bayesian optimization algorithm.” Proceedings of the

genetic and evolutionary computation conference

GECCO-99. Vol. 1, pp. 525-532, 1999.

https://dl.acm.org/doi/10.5555/2933923.2933973

K. F. Man, K. S. Tang, and S. Kwong, “Genetic

algorithms: concepts and applications [in engineering

design].” IEEE transactions on Industrial Electronics Vol.

43, No. 5 pp. 519-534, 1996.

https://doi.org/10.1109/41.538609

(19]

[20]

(21]

(22]

86

2021. 4



=
s
>
e
fob
il
%o
_|‘=‘l
E
My
%
=
m
[}
S
oC
0
1=
mjo
k=)
00
rok
1x
0 [m}
AN |
or

St 270 O|&EHX| A|AH

OXN X200 0

2 Al A(Jiyoung Yun)

2020 7Pddigt . HFEF S FEAD

2020 ~ A 7St YRt AZEY o)t} HAA
FAIE-oF : XAI, Machine Learning, Statistics, Intrusion Detection
E-mail : apthd9043 @naver.com

M A &(Gun-Yoon Shin)

20173 7Hddisn QEHE R o] §3ek shat

2018\ 7R tigty IutoEd HFE F stk EEAAh

20183 ~&A) 7Hdvigtn AFE Fs} Aty

BARCE : 7A 45, dAIE B FAA A A2 B4, AFAS

E-mail : tlstjsdbs@gmail.com

2 & =(Dong-Wook Kim)

20154 FHsh AFE T EA

2017 7R thEta ARttt e 38354 A
20179 ~3A TRt AFEE S v
T4k : Cyber Security, Data Mining, Artificial intelligence
E-mail : kog7306@naver.com

2 & (Sang-Soo Kim)

1997'd ZE03tw A3 AHF 3D

2003 ARk BRETSHEIAAY

20033 ~ @A =LA ATA A7

AAEOF ¢ Cyber Security, Cyber Situation Awareness, Artificial Intelligence
E-mail : wisdory @naver.com

gt ¥ S(Myung-Mook Han)

1980 Atk F3heishEetah

19879 FE-FHuista tied HAFEFEAF AP
19979 A H NSt o3kl B F (o] ghkA
19983 ~@A 7Htign 2ZEY g wy
FARoE: AREE AZF, HolE nlol, 714
E-mail : mmhan@gachon.ac.kr

ro

87



