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A Cooperative Security Gateway cooperating with 5G+ network
for next generation mBcN
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ABSTRACT

The next generation mBcN should be built to cooperate with the wireless network to support hyper-speed and hyper-connectivity.
In this paper, we propose a network architecture for the cooperation mBcN and 5G commercial network and architecture of the
cooperative security gateway required for the cooperation. The proposed cooperative security gateway is between gNB and UPF to
support LBO, SFC, and security. Our analysis shows that the proposed architecture has several advantages. First of all, user equipment
connected with the mBcN can be easily connected through the 5G commercial radio network to the mBcN. Second, the military
application traffic can be transmitted to mBcN without going through the 5G core network, reducing the end-to-end transmission delay
without causing the traffic load on the 5G core network. In addition, the security level of the military application can effectively be
mainfained because the user equipment can be connected to the cooperative security gateway, and the fraffic generated by the
user equipment is transmitted to the mBcN without going through the 5G core network. Finally, we demonstrate that LBO, SFC, and

security modules are essential functions of the proposed gateway in the 5G test-bed environment.

= keyword : military broadband convergence network, 5G, multi-access edge computing, local breakout, service function chaining
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(Figure 1) Network Architecture of next generation
mBcN cooperated with 5G commercial
network
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B =TodAE Agtele dFHACIES 0] 7]
< $15k] UERANSIM# free5GCE 71HHE.2 5G
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oEl olr
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(Table 1) Settmg up openflow for SFC

// for all traffic

@ in_port=1,action=output:3

® in_port=4,arp,action=output:5

® in_port=2,arp,action=output:6

@ in_port=3,action=output:1

// for web traffic: UE — Internal Network

® priority=65535,in_port=4,tcp,tp_dst=80,action=output:7
® in_port=8action=output:2

// for web traffic: UE < Internal Network

@ priority=65535,in_port=2,tcp,nw_src=80,action=output:8
® in_port=7,action=output:4

// for non-web traffic: UE — Internal Network

© in_port=4,action=output:5

@ in_port=6,action=output:2

// for non-web traffic: UE < Internal Network

() in_port=2,action=output:6

@ in_port=5,action=output:4

el

b= QIE{Hl HE S| (22763)
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Docker Docker Docker
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(Figure 10) The test network environment to validate the functionality of the proposed cooperative security
gateway in the mBcN cooperated with 5G network
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(Figure 13) Transmission delay of ICMP messages
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<title>Welcome to nginxi<stitle>
<style>

html { color-scheme:
body { width: 35em: margin:

light dark;
© auto:

font-family: Tahoma, Uerdana, Arial, sans-serif: ¥

<hlxWelcome to nginxt<shl>
<p>If you see this page, the nginx web server is successfu
working. Further configuration is required.<{sp>

<p>For online documentation and support please refer to
<a href="http:/s/nginx.org/">nginx.org<sa>.<brs>
Commercial support iz available at

<a href="http:s/nginx.com/">nginx.com<sa>. < p>

<p><em>Thank you for using nginx.<{sem></p>

(33 14) R fAo|E HE
(Figure 14) Access to a website on the internal
network

(a2l 15) dump-flows for web traffic
(Figure 15) dump-flows for web traffic
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(Figure 16) Transmission delay of ICMP messages
between UE and the server 2
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(32 17) dump-flows for non-web traffic
(Figure 17) dump-flows for non-web traffic
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