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ABSTRACT

Recently, the functions of smart speakers have diversified, and the penetratfion rate of smart speakers is increasing. As it becomes
more widespread, various techniques have been proposed to cause anomalous behavior against smart speakers. Dolphin Attack, which
causes anomalous behavior against the Voice Confrollable System (VCS) during various attacks, is a representative method. With this
method, a third party controls VCS using ultrasonic band (f >20kHz) without the user’s recognition. However, since the method uses
the ultrasonic band, it is necessary to install an ultrasonic speaker or an ultrasonic dedicated device which is capable of outputting
an ulfrasonic signal. In this paper, a smart speaker is controlled by generating an audio signal modulated at a frequency (18 fo 20)
which is difficult for a person to hear although it is in the human audible frequency band without installing an additional device, that
is, an ultrasonic device. As a result with the method proposed in this paper, while humans could not recognize voice commands even
in the audible band, it was possible fo confrol the smart speaker with a probability of 82 to 96%.
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Max dist.(cm)
I

Model SU) Active Recog.
Ka.kjdo 19,250 66 54
Mini Hexa
Hey 19,750 84 74
home mini
ceegls 19,000 114 104
home mini
Amazon 18,750 73 68
Echo dot
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Device Model R?/f:fe
MacBook Air Model| Google Amazon | Galaxy | Kakao
Lela e M1 Processor 2021 hno]ir:ie Echo dot hﬂim? rr:;l:;
JBL professional 1 series Commanq
Speaker 104 compact 2017 Play music o o S 8
(f :20~20,000Hz) Search information O (¢} O O
Kakao mini hexa 2020 Turn off TV O 0O ) O
Srmart speaker Samsumg home mini 2019 Set an alarm O 0] ) o)
B Google home mini 2017 How's the weather O O O O
Amazon Echo dot 2th 2016 Stop video 0O O O o)
iPhone 12 mini 2020 Whait time is it? 0 0 0 0
Smart phone .
Galaxy A20 2019 Call 010-1234-5678 0O 0O ) 0
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(Table 5) Comparison Results for smart speaker via modulation voice command

Human Attack success rate
Model Command recog. Recog. noise Active Recog.
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Googl
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Echo dot
o7 AutE AuAo| sl vt g9 Aol The E 29A9] VCS 7|55 EA3A717] $1t &4 HE o]
&4 Qe FPAAOH FA4A 223 Ak W 2 wASHE A Bah 84 o) BHE A9 vese
3R] gro} e AXE AFAE Tl g 2 A 3E A =T VCSE A Ysks A tFEo] &
E 2gAe v 99 Aol 7teds HAuth A HBHE AR} Yt S WEo R WA 4= 9l
L5 AFIA @) vl 4 Wl WAl 7}
4.4 8F HAZ ESI HIFA s diojdiy AlS 5% Kakao mini hexal] T3t A3g 83514 oH,
24 HYol2 “Hoy Kakao 4] “holel" 0.2 WAtk
= = o = Hl.2= o
Bh2F QIS(18-20] Atgtrieh Haxe] Fuk thefo] v A= % 73 2 714 Acitve= 84 HES 23
S SR sael 84S A SS9 A 554 VCS7h B48h5 A, Recog = VCSS] 243 o) F 4
B2k obd AR SHIA W 15Ol 3 AT wms gl 2us a7t A8 BHE AN EEA
< AR thaXl 7171 Applee] Sir, Samsunge] W3 AYS vekdth 84 3¥< 53 Vst 243
] ]

Bixby, Google®] Voice Macth7} Ath. ¥ 604 Sir,
Bixby, Voice MatchE TISE 3}A} 15202 55319
3=} ?_]%9_ =23 TTS9 _Q_/\']tﬂEﬂO] ol Alghe] %/‘3

=

sl el tie 4

it

< 53 84 32 Human voice
A 15E S5 TISE o8-8k HIAA 9] LAl
oj gk 232 Text To Speecho]™ X 604 2] AP ES &
T ATk

SA g4 W] ML “Hey Kakao 573 7o) 2w}

(£ 6) 3HA} Q1B0| M= Ao AME
(Table 6) Execution rate of devices for which
speaker recognition is set

2

SZ HWo| HE Al QAE
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Model Active Recog.

Kakao mini hexa 0% 0%

5.4 £
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