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A study on machine learning-based defense system proposal through web shell
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ABSTRACT

Recently, with the development of information and communication infrastructure, the number of Inferet access devices is rapidly
increasing. Smartphones, laptops, computers, and even |oT devices are receiving information and communication services through
Infernet access. Since most of the device operating environment consists of web (WEB), it is vulnerable to web cyber aftacks using
web shells. When the web shell is uploaded to the web server, it is confirmed that the aftack frequency is high because the control
of the web server can be easily performed. As the domage caused by the web shell occurs a lof, each company is responding fo
affacks with various security devices such as intrusion prevention systems, firewalls, and web firewalls. In this case, it is difficult to detect,
and in order to prevent and cope with web shell atftacks due to these characteristics, it is difficult to respond only with the existing
system and security soffware. Therefore, it is an automated defense system through the collection and analysis of web shells based on
artificial infeligence machine leamning that can cope with new cyber attacks such as detecting unknown web shells in advance by using
artificial inteligence machine leaming and deep learning techniques in existing security software. We would like to propose about. The
machine learning-based web shell defense system model proposed in this paper quickly collects, analyzes, and detfects malicious web

shells, one of the cyberatftacks on the web environment. | think it will be very helpful in designing and building a security system.

= keyword : Web service, WebShell aftack, Machine learning, WebShell collection and analysis, Defense System

1.4 £ 7} F&8 Ui e AAolth AnEE, LER
AFH, oTHule] 2717 AHUH &S Salo] JHEA

AT RS Qzele] wdE QEUHS Dol s MHIZE 5L/ Zlelth 9 13 2ol A AlA) Hut
o]2~9} A 47} S1F4(CAGR 1%)9+ B Ul AMEA} 4

1 Corporate Strategy Team, ETRI, Daejeon, 34129, Korea. (CAGR 7%)H.tt W2 £ =2 Z7HCAGR 10%)3t3L 1S
2 Spartan SW Education Center, Soongsil University, Seoul, 06978, wolg) &t A7} b 8|2 Uy tlule) A B 3
Come 49 Bt % 27HE s ek o B )

* Corresponding author (shin@ssu.ac.kr) ) o
[Received 30 June 2022, Reviewed 9 July 2022(R2 11 August T4 AeE 2hE s F HEe oy 7HA] gupo) &
2022, Accepted 19 August 2022]

Journal of Internet Computing and Services(JICS) 2022. Aug.: 23(4): 87-%4 87
http://dx.doi.org/10.7472/jksii.2022.23.4.87



e 57 3 2H2 S8 OAIR1LI|E oI\ AT Fot o7
F AR EAES BFET AT MM B Boel: 2 715L AT TR AN, SNS, el
PHE WE, CCTV, 98 RUEY, £ % £ AL F B 5 03 st ol @ ofSeAelae uEozs
2ol tepsbt tulel sk (4 Z7ke) F2 Hel0E AH Aol APsa, B oFelel st A%
EFEP20230) MM )40l AA) Hplel s B A of F o 2 Z2Ige) ¥ FEY:
o 519 AT 0T AL, 9 o ZeA ol el AEClieny®) £33} ol

3 Au(Server)?] RO 7 FAETH S0 A
Yol 19 2 9} 720] Service Brokere AH] 2~ 55 |
A, A% B2 S 23 Service Provider} A F3H= Ay
2 Service Consumeroll Al 912 3}t}. Service Requester=

26%CAGR [J o
201720224 [N l

‘p%;i’g i Service Provideroll 7l a1 @ == AU 2~E A 8te] Service
ey 1;;\ B s o, 09 Provider®] AH| 28 233l FA o]tk Service Provider
. | I I E §) Aulag pdstel AFshe FACIT2)
2017 2018 2019 2020 2021 2022
* £7I(%) 2017434 2022149 E2fE HREYLICH
(@ 1) & M7l Clejola X &M 74 (1) / Web s\
(Figure 1) Increase in Devices and Lines -
Worldwide (1) H
M2M 3] A& 2022\ 37HA] 249 (146971) 7}7ko] Z7} T S rcaironay
A d= 7|7 Bk b FA% A TH(CAGR sl P
lgq)h_ O Ao R dAET) HE o]o] AnfEE0] 9% e % - Lo
o] CAGRZ 1.6W¢] Z7h&% 1 e dubolt}. 127 (3 I oo
W TV, AE 92, UAE e} o WE (DMA), £57 \ .
o] &z Zdolo, AY EEE TAEHE) AVIE TVeE
7%°] CAGRE 7153tHA 329 71 718 Zle g (a2 2) Y M|~ AT (2)
FAE A PCE A5 717 S 7ED] SHEH25%) (Figure 2) Web service configuration diagram(2)
’6]— x«]\:ﬂ—o]r,]. 13{1,], o}]z 7]7]. Eo]— EH ao] PCE ol;q
Y e AL HATRC 129 o, B3 79 9 202 A7) Aol 919 B Aslof Arke] &
qu o)Al B Eeked Tue] 2E E e BE tulo] e B3} spAke) 24 mslE 2ok 4 9k
2912022 AR SHAF 2%E, HIRY L R ?g}/qf\(]_apsusg;)# 71 ksl SRS A Y o] 7)
Uz 28%5 AA T AC R o E) Ana AaEe |t} o] 5L 221y 1290 Bk BAR 7L AlF
120%°] CAGRE 7158 W=~ el wlsf tha: < o g3 nlo|aEaxE dultel S HA §422) 7)g]
vhk Z7HA(CAGR 88%)E Y Ao o SHh[1] B o}zl SENOkta)9} 7> F2H HOHAE7YL 317
Qe 7Fo] Bl H&3he tutel 2o 984 9 ot EYABlackCa) olgelo} B BT =
ZEIYLE YWEBZEIHI Y(WEB)N ST A o)A (Moncler) 9} 2912 A2 71 9] 23 E(Swissport)
AN F2tE L e el 2 F4shaA 2022 Ak A2 E5S = A
) 225 9 AFYANELS W(web) 71HEe] & o] 7yerolty, Aloo] 71WS E ZE|(Conti)et =
£ ATEYAE YuistE Fo]E o] F A Tol: F (Lockbit)2.0 #Ao] a2 zhde] ojo] &ax oS
Uitk Y42 UEYTY ¢ FHIATIP Z2LEZ| 9 HAh 7199 38 7R &3 43k 252 ZX
o FAIE 7S 2 st =g §) Alo]E Yl E-8 91 et 7he} w79 JR71, Auch 9k FAREE 719G 5
FEAE B B F de A2 8AS HoAE v o2 37 ge Fulgich 29 AlZEE gAajel-$-T g}
o] 9 AHZREHATTP 541S 53l A HL7l o Fo|t}. o} AL Bl ¥t @ AlolH FZtl T HEI}
9 AZEA AL 4 FAHAA o)ET F e TS Wolz| = sto|H = dA)e] Htk gAjoks HF o) dF

88 2022. 8



Poll g A2 = 3 =9l 7heA] g A&Hes
dojuha gtk AFoA S FE FAL B9 FHo] 2
7F8kAL Q= Zlo] Aotk 53, It EL] Fopd S o]
&3 FHo] F7rskaL Sk

E

fo
~
=
oy
oM.
1o
4

g % @A ZeuA HA, ol AlA" fAES
H&o] 718 ZHsH "k I8, 4 7k 3Ee =
o] g Ao, Al2" oA SR 3 B A fA R
T HE A7 98] A DA EE BEA] Heks I
28k AA7F g Eloof k4]

A7)k B s AARET oflEl FEF FHAl
T A7NHoZ Bt Mol "yt

A-FAA G, DEAA R 53 2ol Y QRET} M
g AARE BAHE 7)ol ek A DE P (PHP,
ISP, ASP 5 A Hol A A3 7h5d o] YRES Al
o] AYZ o] Fo)AA) ekoke 73% 244
7154 ol galo 4% E;L(M)%

F A 2EL Foldt & gle
g AT W MIE 5
A 3t [5]

QLL A7 AFo2 4 Aol FHS WY & 9
EE A AATYE gdot) A= YL o) L3}
o] WM 2RE 93], Al 2Elo] [Taled T 4, 2al,
AH) 5 N2E A0S & 4 3 | 2aFE T
TE AR AHEARE S PCE T4 AW A2 E vlolEH|

o]z FHE fEdhe 5 & HlE 48 FUTH[6)

DAL YA A 2Fo] YRE o] F2EH, duky
o7 9 HA Y MEHND By &R &
A 2 5] ggo] otk Hole 94 ¥x AE
2050 ML A H0] £YHT 3o, BAE N
o hat EAolut Azl BAE Holx Uk o2 s
Qo) WEEY, &9 e 4718 T BAREo]
WAL ATHT]

24 ol 2 9ste] ojmat wto] A ol o 2
o] 213 Boloh 5 Aistel ek A Yool £34202)

-2 AT 4, YA Bd JREESE e
aggoz xﬂow %= glolok gtk ol2 S8 HA /)

52 2% 9 S B8 YAl GRE €
o] ATl YE MM RS AAsH: A
o] Z23H) 2AH T Y4 02 BASH: Y
2 3= Rl Btk AATS £ Azl e
AR Q7] 98l YA Fdhe] B4 A2E ANES
o gEA, A9l UaEe B B4 tdEdd] 42

4 Assole} o2 o

g‘L

rir

o

E‘i i)
1 o
=2

oX

N

A & (Static Analysis Tools)= ©]-4-3}=
ot} WdZ F4H 4 9= Yarrs 4
How A9 fHolA F T

e
2 L
RS
3 OE
O ol
_‘E. 1’5
fl
i X
i it
e &
lo ofd ol
e oo
> o
= o 2
<= r
;‘“ o
S % B fr > o
o o s S
L
o N
i, o
.= et

S Jo A,
rr
8
X
o
g
roh
)
)
o
T
kvl
rD{i
X
2
T
o
N

ol
R0

i >
rr
-0,
oK
N
ofr
N
i)Y
o
]
ofo
-1}
2
e
e
o -

- T K

QL
>,
>
o
o
re
-
N
e
ko
o
vl
o
i
FL s
ofo
o

L
B
o
it !
oX,
o

, S
12
o
2
o
et
N
AN
|o
e

2o "

o
hrch
123
S e O Mo 2 o
N

MR o
or oll O N O > of [l fof o mS ot wu rlr

o ){'E
1o

4y o
4
;O
it
po
|o
ull
>,

b

p o 2

>

o

X

I

T
r-|—‘ m{

2 o o
Ao 1y -

Q‘L
2k

o
[ )
R
N
N
m
>
&2
ol

ok
rO
|o
fru
rir
(ot
i
_O|L
=

[«

=
=
o

it
o

L
i
]
% O
o

to |
et i
&

7 @

o oo

L o2 N oot Mok XN d0 oY 12
o

)

g o 2 N oox x

ofo g

2
rH

EY
1o
XN
ol o
it
oo rir

N ol
&
offt
|o
ot U

i

Iy
ro
N
o 10 o
o
g 2 e ao

=)

N
D)
RN
=

oy
-

) ot ool

o =
rw

2

2,

R
i
)
of
ot
sk
o,
o
1
oX,
ofr
o
o =2

v
fd

rr o
o
(i
oo
=]

2. AFAS(AD #al=d A7 AH

2.1 sHe| Akl

-0,

]
R
olr
A

A#e)

1ok

le 3 FE 7le HolHd

et QlE|Ul HE 3| (23743)

89



LA Hleh A

WAlE s,

S
“
o
K
=

4, o] 5 FALF Ao

%5370 sle] AEA AHE olee] T

12 & 4y

(B 1) 71 oI3X|s 2 E5|&
(Table 1) Patent application related to artificial
intelligence by country(10)

3] WIPSON 55| tlo|E#o| A&
017 3Y 71A9] &=, v, 4&, §4, T 5

Ae AAelth

et ax %

ul= 4,860 46%
gq2 238671 23%
= 1,39871 13%
== 1,342 13%
i 56471 5%

okl 2 QFAE Bl 23
%

AHKE o F A HH A 9

Aol 21e &S ¢

235 v wEA AAZEe R FAsEA, drkhg
Fek A JHE B3 @A =AV ¥A &5
S AR "oh[1] FHeZ,

YL A 2 245l A8 2 F

e Aotk

7V 8 gEs sl "k #s

o
ox
i}
)
X,
¢
1
o

(e}
3
R
|
o
N
H
Ao
S

M JE ox L orfr

(E 2) 213X oAlzd ¢na|E SF(11)
(Table 2) Types of artificial intelligence machine
learning algorithms(11)

& ot e e
(Unsuperyised) (Supervised)
o= 23 ¥ (Regression)
(Density estimation) « 23 Ed
*  Expectation *  Random Forests
as o .
« i ) Maximization Boozting Trees
*  Parzen Window * DNewral MNetwaorks
*  Support Vector
Regresion
388 (Clustering) ## (Classification)
*  K=hMeans *  Naive=-Bayves
= * DBSCAN . E\—\ .'c-\\l .\'f-is:h.'l-nr\\
T o Logistic Regression
= ¢ Support Vector
Mlachine
¢ Trees

2.2 S AR

33} Zro] FRREQMEFA 14 B2 @ Hhef A| 2~
95 AiEsty e S Akl T A AR Al e ol
o] 22| Al 2] Eljit 2] 0] A 224 E L E|(EGISShell Monitor)©]
o} oA 2ARYE = I 9 MY sl AHEE A
Z2I Ag AT ZUEE st gAsks A
3§ B FAAMU AR PA S Wolste YA T F
T Wolsdelth FWAl AbElE SecureATiES] €%}
(shelcop)©1 T}, SecureATAFS] ShelCop 37171 44 H] <]
kAL ol &3l YA B AR S F5, ATE R
A5 fE L Wce] T2 AR okolHel Bz
22 T GAe) Axe gl =2 O3S gAety &

Al, g WA sl A A7k YA 817
WA LA F, AR FEF ] AR
AHEEE 27} 981 & WX ) dA) SGASH AlFEjitel A
Twotal ok AR AlEE SRS 4 7HE(Shell
Guard)elth. 2 2ite] A7t=s AAEREFA F&
(WHISTL) & SH=lefizl s} 35 /Hdglon x|
ok 400001 710X ARS Folth A7tEE s o]
Axuiel] el 27 94 22 08L gx)sty AEAE=
T9dY ¥ 27t 7Fseith 53], AEE gl digt
Ad Z2IRL AN R BX3y 94AE 53
Z7k49l dl-go] kst B3 771490 14 AES
101 E 9 A " 72 55 Zolsf A3 tige] 7t
a3 7 ©A B A WEel i 2 BAE AT

Hoh[12]

oty

p

o MY

o

off &

ro

(F 3) =L HAEX| £2M4 (12)
(Table 3) Domestic webshell detection solution (12)

H|Z=Ab HEH el
A3 AEGIS Shell | © &ARF 2 Eokutx|
AlF2lEl Monitor o QAN TLEE] ElX|
o QA 2 EFX| AlSH
SecureAT ShellCop t'ﬁ;: Z2T03 BX o4y
Ci=EN Shell Guard | « ¢z=miQl YHEK|

90

2022. 8



ollall AKX
el 1

=

,0

| 2AlS S5 DRI |E SOk A Hlok 67

A8 (Machine Learning)”|ut
24 3 9 RS E3 woja)xH

3.1 Al (Machine Learning)7|dt gl
T 4 24

A2 SPTE &Y o8 YAS] AT AHRA 7]
Hol| &gk A7 EEelA o] F AR JARY, F2F EAL
2 Eol 9E B AFEE A YA ol g
el W=7 WAl ske) 183 5 W ] 7N &
5L AgkE v Ee] $7)AM vl g8 2ol o]9t 7
o] A7 B /Me mae gxgo] t, 9 ool
w=shE 7§-°r°ﬂb Xl8 <d 2 @aﬁ‘r[B]

=
>
iy

o) FhS] WANOIES B PITE A 54 LE AP
2 Sls) WelER N opgAE BA F70) Badt
o &, 2 A fsiMe =W ok 300871 9] AllE,
2] oF 7,0005H7] 9] AFO|ES SH slo] ©A] afslo], &

A A LAE MYFEE oI dloJeH| o] 2o w]
P HL6} E**OF o] dasitt F7t= I ot
FE 25 7 B /EE fste] 371 dAIE Al|E
ZH-E Virusshare, VirusTotal, GitHub, SourceForge 52|
7 A FE A EE wZEte] QAT E F7)3] AE 4
A QU B s SHAHAATL] CTAS A2
Q7 BE 93t Wl S URL ADUA uE F
AHoz sHse] 94 AR} PYIE AUE AT
A A,

lo >’i

23 e S e i

VirusTotal HonayPot Web En] )
i Emall Malware 2t3008b e17,0008b5H

SourceForge GitHub
\— IEf
S2EUzg WMDS sve
Tas e
o —— |
I
E|O|E{El0| A AE
Normal Code Malware Feature Vector
Database Database Database

(O 3) Iie| gAo|ELMTE XiEs5E 28
(Figure 3) Malicious code automatic collection model
through domestic and foreign website

3.2 El8{d(Deep Learning)7|tt {ljall EFX|

A|AH

A LT FAE $3317] 8t dEsid
A4g Fatod FAsk= A7 Bl Atk ool whE
PLIAE 3te] Felg 71wk ofef o] wietel] thste] 4
E 3 Ago] JQsjrt

7rsty wE s A3, Word2Vecd CNN
(Convolutional Neural Network) S 2 ?-HE]OJ *ﬂ%}Eol
o g gyelal S FE3 U4 ARE A9 5 9
© "l 7] 25 Edo] O}E}%IE%‘B‘ 71% ok
T HA WS 9 4 9 o] AA 37K BEQl g

=3}, AAE, BRVE 7 g.ra]oiom}
A3 Gl
Ed =35t A&t Jn)E 2
Srete 7, AAZAAE E7719
3 "2 AE flolg] L3 4 9l
7l AAEE dolEex
FE3 o 9455 A 9
Ttk 2021 Abo]H{EE AL HjE
gh gej4d oy AFAYHE

cgﬁbﬂ.iscated

Powershell Script Preprocessing

Deobfuscation
4 N handling low

Base64 Decode frequency tokens
i

m E
t
R
ut
1 ofo
=2
R
2
o}
rit
=
s

'
zlib Decode
v Tokenizing

|
Parse Script
Block Masking
|

Replace Stopwords

Execution with
“echo” \

- - Deobfuscated
Powershell Script

Classifier

D . Fe

Word2Vec Comv

(O3 4) Eefd 71eh el SX| AIAH (14)
(Figure 4) Overall Structure of Malware Detection
Method(14)

91



Q& AKX
BE Ty

=
,0

Hr

| AM

=

o

5t

=

78 SOl A Hiot 917

Mol eI =<} 860071 ] A4 2IAHEE o]&-3te Al
Qb RS HAES Ay} 7]ERT 50400 wHE i
st A3PAIZE 100%2] =3} 4 3E, 0.012] FPR(False
Positve Rate), 0.9652] TPR(True Positive Rate) 2 2 T =
E WEY aRH0E EX3S HArh[14]

4 340 Bol FEHe 44 FRAE Hste] A%
s ZelolHUES 7uke] B8R 71HL Al7ke] Aol
upe} e e 99 g@A 93] 71sd o$ste] Bk
B GAE ATl 7lEolH, o5 7|NeE 149
TS B e @A Ak S| AR TIHS
AFHCE dole A 2 Aokl A AREHE Y
o, A% % HoHE tEd o] B} A HZol
gdo% v g&5s otk o]t 7S &85l
~AYES REA O EAsle TE APLE B4l
o 94& g8 A% WHE AGStA eH, ol
gk 2 I9 59 Zrh[15]

o|d = 100%
o[ ME 1 50%
J oM & 80%

53 B (function (window, i
>

(0% b) &20|dER 78t 3= AHEEH (15)
(Figure 5) Sliding window-based code risk
measurement for each part(15)

9915, <) SERE
48 Qe W42 AFFH )%, WU R 715 94
ASEAN 7%, B4A% GEY 7150 9

HAlEY7|H 4 oA AEE 7 63 o] AL
O|Ed| MulAE §2] do|HES ¥R HYALFO R
TFAEH, EA BALE L A YAHE FHoE
TR, WA, wol B o] 2 M ok Sl A A H]
ETHeTE EAMHE F4 MRS} MY S 4
A TAAMH, FEEAAHE FEEY, y e
g St 3 YAMES 5T 9F GitHubdt
SouceForge9t SAAI3te] w4l 7)9 S ikof Al g &
Al bt

2 oo {I o
i r o

A SR A A
HHE A1) BRI} AHH(E)

OoJME CI22C Dash-Board?|s: S WA ME XS
ezt
EEEIR
I IEI0|E. e ! Bty FUH BIHA(C-TAS)
oOfRE 22| Z7|oess
715
HE APIHE
GIO[FAHI0|A At
Pattem File Fuzzy e Zoa Of0JHE
signature Signature Hash URL Repository M
(hesh)
249 MH() RIS 24 Al S5 24 M
HAY 2
i) A5 24 7ls sEEM AN
EREnEEL2 YL ER s

(O3 6) HAlR{T[e Al HOjAIAH 2H
(Figure 6) Machine learning-based webshell
defense system model

4. 2 9 FF A7

<4 (Web Shell)-> 2~ E(asp, php, jsp, cgi) 3L <
ujste g A7t FAFET}L ol7] Wi WARS)
Hrsha) sk, IDS, IPS9F 24> Eobgulut upol# 2t
Y FEE BA 3= 7€ YA, 2Ttoldof FellA]
A7F HA %tk

HTE, FAAE gAE 3] St gss,
d=3le o] FE o9 wel g8 BX7) ¢4H

92

2022. 8



LA Hleh A

FRAE B85 AT Y FHS YAl Es} 3]
$8 Z2A 20 o3e] AT HBE YA A7} 44
e otk oleld Al T A Yo e
AFsHe PSS oh Y4l T 54 B ol 94 A
A9 8 5AE HETOZ YAE MEAL B
A 4 e AFAT PAled 76k 94 wolA s
H7148 2E3kE Ao, olF 59 71E S50z B
A Yol BT 162 AES T A5 A4 GA
WE A7, B UE 3y E 5 Uy e,
B AFAF HALYIHOE JAFA B Ao
4857 SladE FH9 02 Be A7t Bed 24
otk AT MAHYS FEtel WE At 9
QYA o A 24 AAZ FYsted, Aol Pl
AT AEUBA} AR B

A 4 A2 hspel Bale]
Aeksteie. e, 9870
bl g Ao] BolAL g BAE, YALY

olua}, OWASP TOP10 7|52 2 Slol| th3k thakdt Ale]
B daiA e HAEYries g8t Wolds
AE WEddolA sy Bl #3 A5 szt

73 (Reference)

[1] Cisco Visual Networking Index 2017-2022 Outlook and
Trends”, 2018.
https://www.cisco.com/c/dam/global/ko_kt/solutions/serv
ice-provider/visual-networking-index-vni/pdfs/white-pap
er-c11-741490-kr.pdf

[2] K. A. Kim, “A Study on Design of Improved Security
Vulnerability of Web Application”, Hanbat University
GraduateSchoolofInformationand Communication, 2016.

[3] Korea Internet & Security Agency, “Cyber Threat
Trend Report(thefirsthalf2022)”, accessed July.12, 2022.
https:/fwww.krcert.or.kr/data/report View.do?bulletin_wri
ting_sequence=66820

[4] U. Chung, JS. Moon, “Study on security
requirements for the web based operation system of
a shipping company”, Journal of Korean Society for
Internet Information, vol. 23, no. 1, p. 49 - 68, 2022.
https://doi.org/10.7472/jksii.2022.23.1.49

[5] Jachong Yoo, “A Study on the Improvement of

(6]

[7]

[8]

[91]

(10]

(11]

[12]

(13]

(14]

(15]

Website Security Vulnerabilities”, Domestic Master’s
Dankook University, 2021.

S.H Hong, "Study on defense countermeasures against
Webshell attacks of the Industrial Information System”,
Journal of Industrial Convergence, Vol. 16, No. 4,
47-52, 2018.

https://doi.org/10.22678/JIC.2018.16.4.047

JB. Lee, "A Study on the improvement of
countermeasures for webshell hacking”, Dongguk
University, 2019.

Gil Min-kwon, “Web Hacking Starts from “Web Shell” “,
dailysecu, 2011.
https://www.dailysecu.com/news/article View.html ?idxno
=15,2011.06.02.

K.H. Kim, “A Study on Detection Method of Malicious
Code Based on Artificial Intelligence Machine
Learning”, ICONI, 2017.

O.Y. Han, “Artificial Intelligence Trend Research and
Technology Trend Analysis in the Era of the 4th
Industrial Revolution”, Proceedings of the Korea
Internet and Information Society, Vol. 18, No. 2, 2017.
JU. Park, “Deep Learning-based Malicious Code
Detection Using API Features”, Graduate School of
Konkuk University, 2017.

KH. Kim, S.S. Choi, Y.T Shin, “Development of
artificial intelligence application of web shell
collection and analysis system Trend Analysis”,
Korean Internet and Information Society, Vol. 19,
No. 2, 2018.

CR. Han, SH Yun, MJ Han, I.G Lee., “Machine
Learning-Based Malicious URL Detection Technique,”
Journal of the Korea Institute of Information Security
& Cryptology, 32(3), 555-564, 2022.

HJ Jung, HY. Ryu, “Deobfuscation Processing and
DeepLearning-Based Detection Method for PowerShell-
Based Malware,” Journal of the Korea Institute of
Information Security& Cryptology, 32(3), 501-511, 2022
Kihwan Kim, Lee DongGeun, Hyoung Yi, Yongtae
Shin, “A Study on Sliding Window based Machine
Learning for Web Shell Detection,” Proceedings of the
Korean Society of Computer Information Conference,
27(2), 121-122, 2019.
https://koreascience. kr/article/ CFKO201920461758039.page

el

= OlEf| A3 (23743)

93


https://www.cisco.com/c/dam/global/ko_kr/solutions/service-provider/visual-networking-index-vni/pdfs/white-paper-c11-741490-kr.pdf
https://www.krcert.or.kr/data/reportView.do?bulletin_writing_sequence=66820
https://www.dailysecu.com/news/articleView.html?idxno=15,2011.06.02.

He S Y A8 S8 DARL|8 WolAlAg Hot %

OXMA =71

& 7| g(Ki-Hwan Kim)

20073 FAUSt D djshY Bkt (FE4AI A

20109 FAStw dishd AFE St H(FEEAGE)

A ETRI AYA+L

HAlRol : AHRT AIRQE ISMS-PISO2700191=, IoTH.SF, etc.
E-mail : itconsult@hanmail.net

Al 2 Eli(Yong-tae Shin)

1994 Unviersity of Towa Computer Science 3-3MFA}
A sAYEE ~n2gswu S 9%

FARoE : AREN AHHEE  etc

E-mail : shin@ssu.ackr

94

2022. 08



