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ABSTRACT

As the use of Intemet of Things (loT) devices has expanded, digital forensics coverage of the National Police Agency has expanded
to smart home areas. Accordingly, most of the existing studies conducted to acquire smart home platform data were mainly
conducted to analyze local data of mobile devices and analyze network perspectives. However, meaningful data for evidence analysis
is mainly stored on cloud storage on smart home platforms. Therefore, in this paper, we study how to acquire stored in the cloud in
a Hey Home Air environment by extracting accessToken of user accounts through a cookie database of browsers such as Microsoft
Edge, Google Chrome, Mozilia Firefox, and Opera, which are recorded on a PC when users use the Hey Home app-based "Hey Home
Square" service. In this paper, the it was configured with smart temperature and humidity sensors, smart door sensors, and smart motion
sensors, and artifacts such as temperature and humidity data by date and place, device list used, and motion detection records were
collected. Information such as temperature and humidity at the time of the incident can be seen from the results of the arfifact analysis
and can be used in the forensic investigation process. In addition, the cloud data acquisition method using OpenAPI proposed in this
paper excludes the possibility of modulation during the dafa collection process and uses the APl method, so it follows the principle
of infegrity and reproducibility, which are the principles of digital forensics.
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"result"; [
{
. ”name”: "[%L—/J\—Ué(%x]'%)]”,
home st "homeld"; [42= ¥ W]
Jo..
|
”home”: vv[%Liué] (_E'_Z]_g)]u,
" 1. [H}o] 2 (L
room list | 00ms" [ IEEAD)
]
}
nidn: ”[E]H}‘o].}_\_ /}‘}HE:] ]ﬂi]n/
"deviceType": "[AAHE(Z2HE)]",
TH sensor |"deviceState": {
(FE) "temperature": [X],
"humidity": [F%]
"result": [
" non 20) - [
humidity |, date : 7129 2H(YYYY-MM-DD
history mmss.sss)]",
'value"; [F%
}..
].
"result": [
"date": "[7] =Y A}k “MM-DD
temperature hh:mm'ss.sss)]”,[ ety
hlStOI'y yalue' [%_1;_‘_]
}ou.
|
uidn: ”[1'41:1]-0]2_: g\_}}g ]ﬂi]u/
bo |deviceTypet TAHBEALD]
sensor(%) "deviceState": {
"state": "[T]H}O] 2 AFE(EAFE)]"
}
"idn “[Hutel 2~ A W3],
"deviceType": "[AAHE (Z2HL)]"
MO "deviceState": {
sensor(ZA) "battery": [HIEIE] ],
"state": [T]HFO] 2 AFEN(EALE)]
}

el

b= QIE{Hl HE 3| (23753)
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