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A Study on the Implementation of a Model for Mission Impact Assessment
due to Cyber Attacks
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ABSTRACT

Cyber Attacks on physical asset impacts the missions the asset performs. To determine how the resources of an asset are affected
by various cyber attacks and to assess the impact on mission performance due to the asset’s condition, modeling & simulation
tfechnology can be ufilized. Many studies on mission impact analysis due fo cyber warfare have been conducted, primarily in the
United States. Existing research provides frameworks and methodologies to capture how and to what extent cyber aftacks impact
critical missions. However, it lacks specificity in the construction of models representing the mission and cyber environment, as well as
in the relationships between these models. To overcome these limitations, it is necessary fo develop simulation logic and modeling for
cyber attacks and mission models. In addition, it is necessary fo clossify from assefs to mission systems by hierarchy, define the
connections between the hierarchies, and develop the propagation of damage across these hierarchies. This paper proposes a
simulation method for a model that can evaluate mission system domaoge caused by cyber affacks using infer-hierarchical
dependencies, and presents a method for implementing a model for mission impact assessment due to cyber warfare. The model
implemented according o the proposed method is also presented. The model proposed in this paper was tested on three types of
mission systfems as a pilot study. It is expected to quantitatively analyze mission domage assessments due fo cyber atftacks on various
military mission systems in the future.
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Model Integration Methods
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Damage Effect Indicators

AS

Fol it

Vi
v

=4 B4 g%

AA3E Ho s

(
TEd BHE(%)

Y 28 AHE)

H:'_oq_'_

O

L& (%)

x] 0:1 ATHZ)

EE%)

A /\] A

A4k

L B S |

(a3 13) 2

AFalsh AHE XE T

T 2o

(Figure 13) Implementation Results of Mission Damage
Assessment Metrics

5.2 £

Afolui el o] i dallE FHFH R FEe})

JFIs aAAEE ddste] RS LHZE AN Dal| 77 Foju ) Bo) U fo] wilE T
& SUTh 28 132 CyMIACA Aok A1) I S F)us|of s} Alolm B o3 AR A L] )
< YEhd ot 2 24517 M At ARAANAE A=
2 EHE, ﬁ]zﬂ AZABAE BT F AZ7 A3

7 AutEs RdS faEof gtk # RN e AT

312 olElyl Hw5ls| (25253) °



AlO|H S0l et 2l sl

r

e <Ish 22 T80

o

5 A7

=
ro

L FEBAZ olst] Aelvg Al o YFAA 9
Yol g Hted 4 s Ede] R M&S 71E
2-g-3to] Ateludel o3t o AsiH7tE A Zd=
TSk WS AFSh EF Ak Wyl wet
THI ZIE A

2 =AM A B AWHOR 3FR] 47
AAE ez AFsdlon, FF 2o o dF
AAE WELR Aol Al o3 R g7t 4
FHOE 4E AoR JdEn & dvAdE v
ZoME SEErt 5& Aos BoE A, 54
B, 58 ALE S STk S28 N Al B ¢
RS S8 Uk vide 2838 £ de Aot

5 APUFe Zdo| a4 2S5 A9 v
& QFAA Agaty, Rdo] 1rskE 8 ATAE
2 Al es HEE A7E FAE Aol

a7 (Reference)

[1] Wansoo Cho, “The Analysis of Evaluation the
Impact of Cyber Attacks on Mission Systems,”
Research Report ADDR-412-220103, Agency for
Defense Development, 2022.

Yonghyun Kim, Donghwa Kim, Donghwan Lee,
Juyoub Kim, Myung Kil Ahn, “Integrated Scenario
Authoring Method using Mission Impact Analysis
Tool due to Cyber Attacks,” Journal of Internet
Computing and Services, Vol. 24, No. 6, pp.
107-117, 2023.
https://doi.org/10.7472/jksii.2023.24.6.107

G. Jakobson,
assessment using impact dependency graphs,” in 14th

[2

[

[3] “Mission cyber security situation
International Conference on Information Fusion,
IEEE, pp. 1-8, 2011.

https://ieeexplore.ieee.org/abstract/document/5977648
X. Sun, A. Singhal, P. Liu, “Towards actionable

mission impact assessment in the context of cloud

[4]

computing,” in IFIP Annual Conference on Data and
Springer, pp.

”

Applications Security and Privacy,
259-274, 2017.
https://doi.org/10.1007/978-3-319-61176-1_14

Salter, C. Saydjari, O. S. Schneider, B., “Toward a
Secure System Engineering Methodology,” in
NSPW’98, Proceedings of the 1998 Workshop on

[5

—

New Security Paradigms, 1998.
https://dl.acm.org/doi/pdf/10.1145/310889.310900
Jajodia, S. Noel, S.,
Analysis,” Cyber Situational Awareness Advances in
Information Security, Vol. 46, pp 139-154, 2010.
https://doi.org/10.1007/978-1-4419-0140-8_7

S. Musman, A. Temin, M. Tanner, R. Fox, B.
Pridemore, “Evaluating the Impact of Cyber Attacks
on Missions,” of the 5th
International Conference on Information Warfare and
Security, Dayton, Ohio, 2010, edited by E.
Armistead and E. Cowan, pp. 446-456, 2010.
Alexandre, B., Paulo, C., Michael, H., “Cyber-Argus:
Modeling C2 Impacts of Cyber Attacks,” 19th
ICCRTS -C2 Agility: Lessons Learned from
Research and Operations, 2014.
https://static1.squarespace.com/static/53bad224e4b013
a11d687e40/t/5512¢918e4b007aba5c466db/ 142730268
0975/2014-096p.pdf

Kaixing, H., Chunjie, Z., Yu-Chu, T., “Assessing the
Physical Impact of Cyberattacks on Industrial Cyber-
Physical Systems,” IEEE Transactions on Industrial
Electronics, Vol. 65 Issue 10, pp. 8153-8162, 2018.
https://doi.org/10.1109/TIE.2018.2798605

Noel, Steven, et al., “Analyzing mission impacts of
cyber actions (AMICA),” INATO IST-128 Workshop
on Cyber Attack Detection, Forensics and Attribution

[6] “Topological Vulnerability

[7]

in  Proceeedings

[8]

[9

—

[10]

for Assessment of Mission Impact, pp. 80-86, 2015.
https://apps.dtic.mil/sti/pdfs/AD1000707.pdf#page=86
S. Musman and A. Temin, “A Cyber Mission Impact
Assessment Tool,” IEEE International Symposium on

[11]

Technologies for Homeland Security, pp 1-7, 2015.
https://doi.org/10.1109/THS.2015.7225283

[12] Melanie Bernier, “Military Activities and Cyber
Effects(MACE) Taxonomy,” DefenceR&D Canada, 2013,

[13] K. C. Kapur and L. Lamberson, Reliability in
engineering design, New York, 1977

[14] Yonghyun Kim, Donghwa Kim, Donghwan Lee,
Juyoub Kim, Miyoung Kwon, Myungkil Ahn,
“Implementation of Mission Damage Assessment Model
due to Cyber Attacks,” 2024 Korea Society Internet
Information Spring Conference, pp. 103-104, 2024.

10

2024. 10


https://static1.squarespace.com/static/53bad224e4b013a11d687e40/t/5512e918e4b007aba5c466db/1427302680975/2014-096p.pdf

Ato|HZ 0] 2l AR ms WIS flet 29 TR0 et AT

OXN R 2000

Z & s(Yonghyun Kim)

1993 FLvistn AAE Ik FEAh

199513 FEoistn ek AAFstakFstdAh
20133 Fetistu thsh) AR Al FEIHF AL
19959 ~dA sstaA A FHA7Y
FAlEof ¢ Aol EQE FEMAAUESY S etc.
E-mail : yonghyunkim@add.re.kr

& & =(Donghwa Kim)

20043 vt A7 AR gkl stAh

2007 e thEtal oieh A7) Sk EEA A
- 2004 AlFhetn ek e EstakE A

20079 ~dA SHstd A AgdT

AR ¢ AFOH ERQE Alo]HA M&S etc.

E-mail : dhkim@add.re.kr

0| = #(Donghwan Lee)

20061 e APA 28 By StakFEAh

2008'd Ul HFE (o] 54 AD

2008 ~ A T ATA HYLT7Y

BAjRo} ;: FAUEYT Heh BAA2H Hok AR M&S 5
E-mail : dlee@add.re kr

2 F (Juyoub Kim)

19921 771t gt 4 YA 1T (H GEAD
1995 M7ATgta st 3 Ysta(d G44h
19953 ~&8A] FHHE}ATA AYATF
FaEok : Alo|HESE AAUES T etc
E-mail : pluto@add.re.kr

# 0] A(Miyoung Kwon)

1987\ ol st 2 4ksta} (o] 3tAh

1992 wejvsta AFuisd B Y2 H G AD
1988 ~ A gAed A AT

BAalRof « AlolHeE AMUEL A etc

E-mail : kmyadd@add.re.kr

ot ™ Z(Myung Kil Ahn)

19074 Fdista BEAFIHEIAD

2003 Addhetn ek e EstakE et A

20219 SYietn ek AR AFEAF(E D
20063 ~ A FHAFATLE AYATH

ALk Atol ek AHAFEAY B HHHS

E-mail : happyahn@add.re.kr

et QlE|Hl HE 3| (25753) 1



