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A Method for Zadoff-chu Sequence-based Signal Analyzation and Channel
Estimation Against Commercial Drone Threats

A o] At 3R g & 4 s & 4 g
Isaac Sim Jin-woo Jeong Jincha Hwang Sang-bom Yun
g o

B =S AU F2 AREE S FA7E R e FA0] UlSsy] A ZREZ B4 WS AT 8
F17] A 9% oS AEL ' DIALY FA N elA AHEHE ZREZQ Ocusyncell thel E46ty, TREZS wdY
EAE A slg A5 £ F B2k A4S 7]E Tt Ocusynce] g FA ol AHE-E & Zadoffchu Al 29 543 <
AE 5 A F S AAS F573 AE2E 7Nt g Bx A A 37HA Al 4 7S AASA, 72 Ald FH
Hek X s A4S AEYolddth AlEdolAs B3l ZH MUY BRR A5 d A4 BaFE Hol, o]F B3 7 4
A g AlAE BEg AA gt B = A AAIG AlAE BES B8 8 FoAVE AMESte] S e ske oAl
TS B4 FHAA o)E dgshe WS ATt

i
N
)
2
ox
ofo
-
Lo,
N
N
ﬁ
-
bt
L
gé
8
4
oX

ABSTRACT

This paper presents a protocol analysis method for countering attacks based on commercial drones used primarily in modermn
warfare. It analyzes the Ocusync profocol used in drones by DJI, which holds over 90% of the commercial drone market, and describes
the process of decoding signals received affer analyzing the characteristics of the profocol versions. It presents the characteristics of
the Zadoff-Chu sequences used for channel estimation in Ocusync and an algorithm for inferring the sequence parameters. It presents
3 channel estimation techniques in the decoding process and simulates the decoding performance and computational cost for each
channel estimation. Through simulation, it shows the BER performance and computational resource requirements for each method, and
based on this, it presents a system model suitable for each receiving environment. By presenting the system model in this paper, it
provides a direction for countering modern warfare operations using commercial drones in terms of analyzing communication signals.
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(1) Ocusync Z2EZo| AdHEZ T2 X|&
(Table 1) Spectrogram specification of Ocusync

protocols.
T8 | EA [ Ocusyncl [ Ocusync2 [ Ocusync3
At 24GHz |24/58GHz|24/5.8GHz
e A None | Adaptive | Adaptive
Offset(f ) 500kHz
EEES 13515MHz
Downlink
F7] TDM with DronelD and Uplink
Y= 9.015MHz
DronelD
71 640ms
1.095/2.17
o 3E
gYgZ | 1.095MHz ML 2.175MHz
7 4/6ms 10ms 10ms
Uplink —— /
el sequence
"H sweep sequence & move
spacing |2/4/6MHz| 2NMHz | 2NMHz

1% 12 Ocusyncl.05 AHE-3H= DII Mavic2 pros
L8 0 FAHE BN AEE 127 Y5 F, 08 &

HEZ IO ZAS Afoltt.
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DronelD{Metadata) | ‘
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[‘)'rqneID(Metadata) |
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(3 1) Ocusync 1.0 ZREZo| A"HEZ T (80MHz, 1=).
(Figure 1) Spectrogram of protocol Ocusync1.0 (80MHz, 1 second).
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- 1. Uplink(C2) : Z2F7I0A Bl 2F 43S
- 2. Downlink(Video) : F-¢17]el4 BE G4 R
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- 3. DronelD : Q171914 Hui= wiEtd] o8
wEt s AHER ALY B ALy 3744 A E 7} A
2 s AR, Aol HAA xS

<]

Z- 8 A)(Time division multiplexing, TDM)< ©]£-3}3.
T A% FAdT & gtk 53] Uplink 2159 2,
FHSS =9F AJ#A 27} Ocusync?] HAYUE T2t H2
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2.2 C2 ¢z M@ FH

72usec

1.095MHz
(73x15kHz)

=
7symbo|s(72x7 504usec)

(38l 2) Ocusyncl C2 Al
(Figure 2) C2 signals of Ocusync1
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2.3 Zadoff-chu sequence % x4 £

Ocusyncl 715 A 4 A& Zadoff-chu Al BT F
9,3447H(=73r00ts * 128bin)o| ™, Lukz el PCe A4F A
doz A F ottt olg IFH3IY B =welA
Brute-force 7]¥+ 434 E48 £3 Zadoff-chu A~

24 ol

(= 1) Zadoff-chu AIEA Di2lojH &5 3=
(Code 1) Pseudo-code for acquiring Zadoff-chu
sequence parameters

int bin = 128 # Ocusyncl 71&. 13
arr sample = getFromReceiver(); # 42 ©|o[E|
int max_corr = -1, max_root = -1, max_length = -
for index = 0 to sample.size():
for length = 16 to bin:
for root = 0 to length:
seq = getZCS(root, length, bin) # 44} 1
corr = calcCorr(seq, sample) # 4] 2
if (corr > max_corr)
Max_corr <— corr
max_root <— root
max_length < length

return max_root, max_length
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(Table 2) Zadoff-chu Sequence Parameters of
Ocusync protocols.

Param Ocusyncl Ocusync2 Ocusync3
bin 128 256
Ocusyncl
length 73 e 143
root 6 Ocusync3 63
cyclic 0 ANz Z 0
sht g
extend 0
3. A9 24
Rx signal and
Select Mode
detect 1Q peak get ZCSsipq get ZCSotners
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Calculate 1. Compensate
burst timing channel, Sparse

channel, Fine
(3% 3) AlaH zH
(Figure 3) System model
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sparse, one seq N

—— fine, two seq, average
1051 —w- fine, two seq, each ) '(
—-- fine, three seq, average 't *
<~ fine, three seq, each

o I\
0.0 2.5 5.0 75 100 125 150 175 200
SNR (dB)

(a)

— raw
— sparse, one seq

50 1 —— fine, two seq, average /
—#- fine, two seq, each /r
—-- fine, three seq, average 4
40| -~ fine, three seq, each

CPU cycle [M]

1.28x 102 1.024 x 10%
data length(ft bin)

(b)

(O3 4) Al=ao|M 21} (a) WY SNRCHH| H|EOE{E, (b) e oAzt
(a) BER vs. SNR for each method, (b) Computational complexity for each method
(Figure 4) Simulation results.
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(Table 4) Channel compensation based on SNR
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- i} and channel.
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Bz o oIfl T 20 AlD A4 a4 SNR [dB] 2]
52 Aes AEdlAS AT & 32 AlEd o]l A oz 5
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- )
(£ 3) AlB2fold ot = Floe fured
(Table 3) Simulation parameters. Eudin f:n 1;ne, ave
<
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Dev. Env. C++17, gec-11
Channel LOS Lician w. AWGN
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