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ABSTRACT

Domain Name System (DNS) amplification Distributed Reflection Denial of Service (DRDoS) is a type of Distributed Denial of Service
(ODoS) attack in which mulfiple hosts spoof the source IP to that of the target system and send requests fo DNS servers. As a result,
the response packets flood the target system. The attacker conceals the origin of the attack, making it difficult to identify the attacker
or detect abnomal packets. Additionally, legitimate DNS servers are often used as attack agents. Since User Datagram Protocol (UDP)
is used in these attacks, it is challenging to detect anomalies based on session protocols, as is done in Transmissoon Control Protocol
(TCP)-based DDoS affacks. In this paper, we propose a method for detecting DNS ampilification DRDoS attacks by converting atfack
packets info images and training a Convolutional Neural Network (CNN) to recognize these affacks. Although this method may have
a lower detection rate compared to approaches that extract and leamn specific DDoS characteristics from packets, it offers the
advantage of faster detection due to the omission of the data preprocessing step. Given the nature of DDoS attacks, where real-time
response is offen more critical than achieving near-perfect detfection accuracy, this faster detection capability can be particularly
valuable in practical scenarios.

= keyword : Al security, artificial inteligence, Machine Leaming, Deep Learning, CNN, DDoS, DRDoS, Image processing, Image
Classification
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(Table 1) structure of benign and attack dataset

attack benign
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udp T/ H] udp 74.9% udp 98.4%
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T, d5 ¥ AA HlolElE HlaLste] AjZbH S
Vel 22 Rdo] v A8 ERAEA e
Brre o ARg-sith
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True Negative(TN), 292 DNS &7 Ezjg o]z} sl
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Positive(FP), 292 A1k DNS EZ o]z} o S|t 4
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doX= DNS 34 EHT, 44 3td% DNS 54 Ed
2 7¢E Tre Positive(TP)2} %33},
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o [

ot
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(Table 3) Confusion Matrix

Predicted
. Predicted Negative
Positive
Actual
- True Positive False Negative
Positive
Actual » .
. False Positive True Negative
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&, A¥E, FI A5 58 AN 9ok
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- Precision= TP / (TP + FP)
AU = (Precision) = %4 (Positive) 2.2 oS3 dlo|H 5
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- F1 Score = 2 x (Precision x Recall) / (Precision + Recall)
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True positive rate 4

TPR a .................: ROC Curve

>

FPRa False positive rate

(2% 8) RoC #HE
(Figure 8) RoC Curve
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o A2 el

Convolution layer’} E1E45E 5 53l o<
AlZrke] gol A Hthe ©ao] Stk whEkA 2 A
2= Convolution layerE 271 *]-*‘-LOPHE AARsR A 2zt

Convolution layer B2 #d A4S F 443 16, 32, 64,
128 Afo] 2= uby 7t Convolutlon layert“ A Ad
AFE FotR gt 19 dsites ¢ 455 7t

o
A% JAT Fol WA ge °W% 2dg 3=
As EXZ 3k (epoc=10, Learning rate = 0.001,

dropout = 0.5, Dense Layer =33} 12802 1 A)

(£ 4) Convolution layer g7l gislol| Cl2 stz
(Table 4) Accuracy by Number of Kernels

CNN CrL1 CL2 A=
CNN1 16 16 09971
CNN2 16 32 0.992
CNN3 16 64 0.992
CNN4 16 128 09971
CNN5 R R 0.9981
CNN6 R 64 0.9981
CNN7 2 128 09971
CNN8 64 64 0.9971
CNN9 64 128 0.9971
CNN10 128 128 0.9981

ofg] 3o A & A3 A AL eSS s
o] ZolA|A T, 3 4] CNN7, CNNB, CNN9 B¢} 7.9 &
7d Al 2Rl 22 A AFE 7H ONNG,

CNN6HE.TF Al 5o] Ui "ojx= AT YehA 7 7)

7} Bkl sto] 3 5ol etk & ¢ gtk
B ApdME AAde Ad ALE 2] 98 A=

099812 714 $-73F A%5-S K<l CNN5, CNN6, CNN10 &

el

b= QIE{Hl HE 3| (25763)
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4 FollA Layer B2 T2 A AFE
119} 7] T4 9 A5 A= Jg)27} e R HET b4
9l CNN6 RHE(32, 64)= 5 A3 RdF AAstsich

CNN Accuracy Comparison
1000 oy Lomp

0,998
09981 09981 09981

0.9971 09971 09971 09971 03971

09952 09962

CNNL  CHN2 NNZ  CNN4 NS CHNG N7 CNNB  CNN3  CNN1O
CNN Models

(O3 9) CNNEHY etz
(Figure 9) CNN comparison by accuracy
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P N Y
S e \ \/
098 (
095 ,
g
£
094
092
— Taining Accuracy
Validaton Accurzcy
090
0 10 20 E) “ 50
Epochs
Training anc Validation Loss
0200{ — Thainng Loss
Vlidation Loss
0175
0150
0125 \
o100
0075
0050 \
A )
0025 \_,4\/\/_\/\/\ A
N ANE \\.k
0000 —
0 10 20 3 W0 50
Bpocts

(2] 10) Convolution layer 32 x 64 Ms
(Figure 10) Convolution layer 32 x 64 graph

AHEELT 19 10,

Training and Validation Accuracy
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(22 11) Convolution layer 64 x 128 M=
(Figure 11) Convolution layer 64 x 128 graph

0.000

4.3.2 Dense Layer £zt =&

CNN6 Edojrl 7b4 23 Dense Layer %t
(outputyS 2t7] S8l 3 59F o] 16 ~ 4096714] F Hl Y
S7MA A AL E Blas] E AT (20 epoch,
Learning rate = 0.001, dropout = 0.5 3.%])

165-E 4,09671A] MSAAE A3}, JIEE 0997 ~
0999 Atel & How HPA7HE SE€zgho] F HE
Ve w 2aH0R stk AES B s
skl 74 Ze o g gzl %S UEf
Zro}H gk},

]IJ'_

5:
rlr ru[o

(% 5) Dense Layer £3ztol = H|w
(Table 5) Comparison of Dense Layer output

DL output | Accuracy | Precision | recall | F1 score

16 0.9971 09972 | 09971 09971

2 0.9981 09982 | 09980 | 09981

64 0.9971 09973 | 09970 | 09971
128 0.9981 09982 | 09980 | 09981
256 0.9943 09942 | 09944 | 09943
512 0.9990 09991 09990 | 0990
1024 0.9981 09982 | 09980 | 09981
2048 0.9990 09990 | 09991 | 09990
409 0.9971 09971 0972 | 0971
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256= Al 9etalE B 0997 o)/ Xé@

o], Bde] F# FReo HE A4

o Bl wE)] Bk A7t 0998 o4 ‘d Dense layer out
7HA 19 12, 13, 145 v 2E] B u &3] 5129

Q’% Eo]— o]—x%;@o] =) ul 7—1Z 4_;]—_1,:_%

Training and Validation Accuracy

. \/WW
0se
< 097
0ss
— aiing Accuracy
0ss alidation Aceurac
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Training and Validation Loss

014 aining Loss
Teidagon co:
012
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3
0.06
004
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(2l 12) Dense Layer £347} 1289 M=
(Figure 12) Dense Layer output 128 graph

Training and Validation Accuracy

- -
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Training and Validation Loss

o0
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(2! 13) Dense Layer £342t 512 M=
(Figure 13) Dense Layer output 512 graph

Training and Validation Accuracy

\»’\/"
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(2! 14) Dense Layer &3zt 2048
(Figure 14) Dense Layer output 2048

4.3.3 &&E(Learning Rate) =&

35S (Learning rate)©] ¥ &= WEA| T Training
gl A BAs= S/FE FolA Rt HH 7] A7)
3 S5 EO] YR W A sy Fgo] o Al
ValidationA] .57 o] WUF Bobxith CNN6 EEofA 4
Ak hFES 2] 93 6™ 0.1 ~ 000001714 <5
&< nHtozie e S7g8] Hokth (30 epoch, Dense
layer output 256, dropout = 0.52 &) A3 ZA3}, 5E
012 Bh5ahA Eaglem 001% A5 F3hou 7Hr
wakshe S 2 00010] 7MY S AsS B
3 000017 0.00001 P& =okout 23]y A5l
"ojith o= A2 Epoch & I8l &2 580 4
o] oA = A2 dd Frh@.3.69 Learning rate
9} Epoch 579 “F33aA a0

(% 6) SEE Histof| w2 Hlw
(Table 6) Comparison of Learning rate

& E Accuracy | Precision recall F1 score
0.1 05176 0.2588 0.5000 0.3411
0.01 0.9981 0.9982 0.9980 0.9981
0.001 0.9990 0.9990 0.9991 0.9990
0.0001 0.9933 0.9936 0.9931 0.9933
0.00001 0.9943 0.9945 0.9941 0.9943

el

ro

12 olE|Yl M5t (25H63)
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o] 2 Dropout 7152 AMEslEd o] WS g
FHol A FANZE AF FUL v s8] Tdo)
7 ol FmaA Q&R BA she dukal 71l
Dropout 0.1°]2Hd &5 T 79 10%7F T2 2 v&
33t} v 23} HlEo] o] Ywksl A5 "otk
714 & 73 7+0] CNN6 ZdolA 0.1 ~ 097}
S urel7ie A9 e ZolHgith

SUodm oy

g_&oﬂl

(¥ 7) dropout Hs}o]| mhZE H|w
(Table 7) Comparison of dropout

DO Accuracy | Precision | recall | FI score
0.0 0.9971 09972 | 09972 | 09971
0.1 0.99%81 09982 | 09980 | 09981
0.2 0.9990 0.9991 09990 | 09990
03 0.9990 0,991 09990 | 0990
04 0.9981 09982 | 09980 | 09981
0.5 0.99%81 09982 | 09980 | 09981
0.6 0.99%81 09982 | 09980 | 09981
0.7 0.9971 09972 | 09971 0.9971
0.8 0.9971 09973 | 09970 | 09971
09 0.9971 09973 | 09970 | 09971

A% A3H20 epoch, Dense layer output 256, leaming
rate = 00012 4) , dropout©] 02, 032 w FFwr}
Vg SFstRoy e AsARE sYste O9 15,

=

163 2ol Fd R A5 A= I ZS HuE A
03¢ o B} syl P AUS 31 4= gt

4.3.5 8iX|(Batch) 37| wislo]| 2 &5

Heid ZdeA vz 27 2dg A o 3
o Hzlsls MEY & vsted A2 vulx e
Fd dolge o B HEE wdE 5 9lo] Bdle o
el s HPATIE U Twe] I Z A 2E
FGAQ AEE Hox &4 9] HAags o #2 3
S & Qi) & 83 o] wix| =] 7| E 8 ~ 2567HA]
vHrol b At A FUs 5o = S A9l

=
T 917, 184" WA R 277 545 £d 3
S A=t oo da&=r) Wwitth CNN6
BdoXE Forert 7P e 328 ARtk (30
epoch, Dense layer output 256, learning rate = 0.001,
dropout 0.5% 14)

0.00

Training and Validation Accuracy

— Training Accuracy
Validation Accuracy

00 25 50 75 10.0 125 15.0 175
Epochs

Training and Validation Loss

— Taining Loss
— validation Loss

00 25 50 75 100 125 150 175
Epochs

(O3 15) =802 0.2 & il &5 s

(Figure 156) Learning late at Dropout 0.2

Training and Validation Accuracy

— Training Accuracy
—— Vvalidation Accuracy

00 25 50 75 100 125 15.0 175
Epochs.

Training and Validation Loss

— Training Loss
— validation Loss

— ——

00 25 50 75 100 125 15.0 1.5
Epochs

(O3 16) =502 0.3 & Il &5 g5

(Figure 16) Learning late at Dropout 0.3
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(£ 8) Hix|37| wistof| w2 H|w
(Table 8) Comparison of batch size

WJX37] | Accuracy | Precision | recall | Fl score
8 0.9981 0.9982 0.9980 0.9981
16 0.9971 0.9973 0.9970 0.9971
32 0.9990 0.9990 0.9991 0.9990
[ 0.9962 0.9962 0.9962 0.9962
128 0.9981 0.9982 0.9980 0.9981
256 0.9981 0.9982 0.9980 0.9981

4.3.6 Epoch tizjof| 2 &=

dei oAl Epochs AA &7 dolElAle] & W &
d& 53l s st J/Vé*g: o] gt} 7} Epoch
e BdE T HolHE Bi 7 E YQulolEstH
12} Epoch &<t QS“‘OEW 9.2 dolee Hes
AAHCE AgAEHA SF38Al @tk Epoch 7 UF-
How Hdo| F# o] AT A2 HolE]
o gt Urks} Adgo] Bold 5 Stk v ES AL
“J(Dense layer output 256, learning rate = 0.01/0.001,
dropout = 052 T¥3) &2 F9, 109} 7] 10 ~ 907HA]
Epoch o] Wsle] ul2 5 Rde] A5S S| Hokrh

(¥ 9) Epoch sto]| 2 H|W(LR=0.01)
(Table 9) Comparison of Epoch(LR=0.01)

Epoc | Accuracy | Precision recall F1 score

;;;;;;

10 0.9962 0.9964 0.99%1 0.9962

— Training Loss

(33 17) vix|37] 8 &4 As
(Figure 17) Learning late at Batch size 8

20 09971 0.9973 0.9970 0.9971

30 0.9981 0.9982 0.9980 0.9981

40 0.9981 0.9982 0.9980 0.9981

50 0.9981 0.9982 0.9980 0.9981

60 0.9990 0.9991 0.9990 0.9990

70 0.992 0.9%1 0.9963 0.9962

80 0.9981 0.9982 0.9980 0.9981

90 0.9810 0.9823 0.9803 0.9809

(£ 10) Epoch tis}of| 2 H|w(LR=0.001)
(Table 10) Comparison of Epoch(LR=0.001)

Epoch | Accuracy | Precision recall F1 score

10 0.9971 0.9973 0.9970 0.9971

20 0.9981 0.9982 0.9980 0.9981

30 0.9990 0.9990 0.9991 0.999%0

s
Epochs

Training and Validation Loss

40 0.9981 0.9982 0.9980 0.9981

rainin n Accurac
100 _— -
0ss
2z 090
g
0ss
080
— Taini
Validat
1 H ) 2o 2
os
04
o1
0o
[ H To

;;;;;;

(3% 18) Hix|=27]| 128 & Ms
(Figure 18) Learning late at Batch size 128

50 0.9981 0.9982 0.9980 0.9981

60 0.9990 0.9990 0.9991 0.9990

70 0.9990 0.9990 0.9991 0.9990

80 0.9981 0.9980 0.9982 0.9981

90 0.9981 0.9982 0.9980 0.9981
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Accuracy vs Epoch
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(a2l 19) Epochztol w2 AsH|w(LR=0.01/0.001)
(Figure 19) Performace Comparison by Epoch Value
(LR=0.01/0.001)

%Y 198 HH Learning rate”} 0.0181 7% Z7]o&
YR 2 AF5S Holy Bpoch7t EAUHA g550] &
gated Aol 2318 "oA|E st E 10 H
Leaming rate”} 0.001¢] 7%, Epoch 40 ©]F% 1”
Learning rate”} 0.01X.t} 453} A 25 %z
t}. ©]= Leaming rate %to] Y2 7%, Epoch”}
g A8 g A5l FThele AR &

4 ol
20,
v}

4.3.7 HMetst CNN6 23 AsEot

371 o] S Fal At CNNo ol 2 eheh
ZfRFES £ 113 2ol A9 & A0t

(£ 11) CNN6 Z&o| Zoj7j
(Table 11) Hyper parameters of CNN 6 model
Model Parameter Setting

Input vector 64 x 64
Convolution Layer 2
74| A 32, 64
Ad 37 3x3
Pooling Layer 2x2
Activation fuction Rely, sigmoid
Batch size 32
Epoch 100
Dropout 0.3
Dense Layer 512
Optimizer Adam
Learning rate 0.001

A7) WiHTES 45 ONN AP435 U‘“"] %]
= 0998, £AEZE 001710130tk &4, o|m|x] £
= JIASELEE 7S EE URbAQ 7]74]5”;‘:'%
Zoll A %123} 7Fo] SVM, Random Forest, k-NN, logistic
Regulation, Gradient Boosting 2.2 53 Ad5& ¥ws] &
Fle=g

DecisionTree, Naive Bayes™= 7|78t &
nA o] EA44 7+ dAS 5949 °
ol& 7|FLSE HolHE &3 Hed o
AY HA Zhe] AR B, e, BANS Sh&st
Aol Fosl7lo of7|AE v R A A s th

=
N
o,

(E 12) 7|HEEE3t Mekst CNN 23 Ms d|w
(Table 12) Comparison with Machine Learning

Accuracy | Precision | recall | Fl score

C{adl'mt 0.9314 0.9345 0.9284 | 0.93056

Boosting
Radom Forest | 0.9929 0.9934 09925 | 09929
SVM 0.9976 0.9977 0975 | 0.9
KNN 0.98% 0.9802 1.0000 | 0.9900

Logistic
Regulation 0.9527 0.9517 09527 | 09522
0.991 0.9981 0991 | 0.9%1

(e=30)
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Performance Comparison of Models
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(Figure 20) CNN Comparison with ML

Receiver Operating Characteristic (ROC) Curves for Multiple Models
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(Figure 21) CNN Comparison with ML(ROC)
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