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ABSTRACT

Nowadays, with the remarkable advancement of deep learning technology, Al (Arificial Intelligence) is being actively applied across
various domains of society. However, the complex structure of deep learning algorithms and networks presents a problem in explaining
the inference process of deep leaming models. This is parficularly problematic in crifical domains such as defense and healthcare,
where human lives are closely involved, as the indiscriminate application of Al without guaranteed relicbility and stability can lead to
significant issues. To overcome this, explainable Al (XAl) technology has emerged. On the other hand, both Al and XAl technologies
are known fo be vulnerable to adversarial affacks. Therefore, this paper first presents the concept and classification of XAl, infroduces
its applications to the defense and military domains, and finally surveys the Iatest trends in adversarial aftacks that significantly threaten
the performance and reliability of Al and XAl. Through this, we aim to help understand the risks of adversarial attacks when applying
XAl in the defense domain and explore possible countermeasures.
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